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Holding On to the Fourth Amendment


The Fourth Amendment was originally conceived to protect places, to protect personal and private space;  in essence, it stood for the proposition that “a man’s home is his castle.”  In keeping with this rationale, when first asked to apply its guarantees to 20th century technology, the Supreme Court held that, for Fourth Amendment purposes, wiretap surveillance did not constitute a search.  Because such surveillance did not involve a physical trespass or intrusion, it did not implicate the Amendment’s guarantees.
  Later, however, the Court reversed this determination;  in deciding that the Fourth Amendment governs any action that impinges on a person’s “reasonable or legitimate expectation of privacy,” it declared that the Amendment “protects people, not places.” 


Katz, and later decisions like Kyllo, demonstrate that technological advances can generate corresponding shifts in Fourth Amendment doctrine;  they seem to depict  the Court’s willingness to tailor the concept of “expectation of privacy” to changing technological norms and the Court’s receptiveness to this type of technologically-dictated constitutional evolution.  In essence, they appear to signify the adaptability of the Fourth Amendment.  In the 21st century, however, further advances have exposed the limited nature of this adaptability.  In light of this, Professor Moglen has argued that the Fourth Amendment is dead, that the old rules governing search and seizure and protecting private interests are no longer functional, effective or even applicable.  In the 21st century, “searches and seizures” no longer focus on places, or even people;  now, they implicate our very sense of identity.  More specifically, “searches and seizures” uncover and seize raw data, which is subsequently analyzed and mined in order to digitally replicate or construct personal identity.  And the Fourth Amendment cannot be depended on to govern or restrict these types of searches and seizures;  it cannot be counted on to protect the identity upon which they are focused.


This can be attributed to two fundamental shifts, both of which are facilitated by the significance of data collection:  the extent to which searches – in the form of data collection – are conducted by private actors, and the government’s increasing focus on preventative and anticipatory, rather than investigative and prosecutorial, law enforcement.  In turn, these shifts highlight two debilitating limitations by which the Fourth Amendment is rendered inapplicable.  

First, the Fourth Amendment only regulates state action;  as such, it does not limit actions – including searches and seizures – that are undertaken by private parties.  Therefore, no matter how unreasonable a search or seizure may be, regardless of the extent to which an individual’s privacy interests are compromised, if the search or seizure is conducted by a private actor, the Fourth Amendment is not implicated.  And as a result, the default rule is that, if civil society collects evidence – even if that collection can be construed as a search or seizure which, if conducted at the hands of the state, would trigger constitutional protections - the government can use it, and the Fourth Amendment does not apply.  This allows the government to essentially circumvent the Fourth Amendment:  rather than triggering the Fourth Amendment by acting itself, the government can sit back and let ChoicePoint and other data banks collect the very information that the government desires.  Once this collection is complete, once the government decides that it wants this information, it need only subpoena it.  Moreover, governmental evaluation and analysis of that data is not constrained by the Fourth Amendment, and, because it transforms raw data into predictive models and virtual identities, this type of data mining constitutes the true infringement of privacy interests.  While the Fourth Amendment may protect places, therefore, in this context, it does not protect identities.

The increasing governmental focus on crime prevention corresponds to – and exacerbates - this Constitutional loophole.  The Fourth Amendment governs the investigation and prosecution of crime.  Today, however, instead of investigating completed crimes by searching places and seizing things, the state mines data in order to predict and anticipate behavior, in order to ultimately prevent crimes from even occurring.  In this realm, court-made remedies like the exclusionary rule cannot deter or remedy constitutional violations or governmental encroachments;  if evidence – here, data – is used merely to anticipate behavior, it can be useful to the government without being used at trial.  Therefore, even if it is illegally collected, such “evidence” cannot be excluded, because if the state does not intend to use it at trial, there is nothing to exclude it from.  

As a result of these shifts,  because of the ease with which the Fourth Amendment can be circumvented, activities that would have seemed like an intrusive search only a decade ago – activities that would have required a warrant or, at the very least, a showing of reasonable suspicion, if not probable cause – have been rendered normal and established as routine.  Suspicionless airport searches, which are justified because of the gravity of the danger against which they aim to guard, are only the most glaring example.  More fundamentally, what previously would have constituted a search has become an ordinary business activity, conducted by data banks, hotels and supermarkets.  These activities produce the same types of information at which governmental searches used to aim. And, more ominously, because of modern technology, the fruits of these activities never disappear and are readily available to the government as soon as the government desires them.

The nonchalance with which the public perceives this ever-increasing encroachment can be attributed to the conceptual chasm separating civil data collection from governmental searches.  While a search is viewed as something that is coercive, data collection is perceived to be permissive;  while searches are often conducted against the will of their subjects, when a business collects a person’s data, the person essentially volunteers that information.  These distinctions are misleading, however, because regardless of how the information is collected, regardless of whether the government obtains it via search or subpoena, it can be used against the citizen to whom it pertains.


Such distinctions obscure the fact that the government can use subpoenas in the same ways and for the same purposes for which it used to obtain warrants.  In essence, they are parallel processes:  the government’s ability to subpoena information that is collected by private parties is substantively equivalent to its ability to justify a search by procuring a warrant.  The methods produce identical results.  The distinction is that, while warrants are governed by the Fourth Amendment and therefore hinge upon the showing of probable cause, subpoenas are free from such requirements.  If, by using a subpoena, the state can achieve the objectives for which a warrant used to be required, and if the Fourth Amendment applies to searches, but not to subpoenas, then the Fourth Amendment has been rendered a dead letter.

One can equate this type of data collection to a Fourth Amendment waiver or to a person’s consent to a search:  for the most part, by freely providing data, people consent to its collection.  But such a waiver or consent must be informed and voluntary, and in providing such information, in applying for a Duane Reade card, people do not expect that this information can be used against them by the government.  Therefore, one solution could be the establishment of some kind of prophylactic announcement, notice, or Miranda-esque prophylactic warning requirement, which would ensure that, before offering personal information, people would be aware of the potential consequences.  Such requirements are not constitutionally required (because, under the public access theory, by making information public - by giving it to Duane Reade- a person forfeits their expectation of privacy in that information), but they could be legislatively imposed.  Another possibility is the application of Fourth Amendment requirements involving warrants, probable cause and reasonable suspicion to governmental appropriation of data collection.  But such an extension is unrealistic because of the extent to which it would burden preventative investigation and thereby infringe on the government’s interests in guarding against threats to public safety.  

Technological advances have altered the meaning of previously-established constitutional guarantees, to the extent that legislative solutions or significant shifts in constitutional doctrine will be necessary to restore the effectiveness of those guarantees.  Public apathy remains the most significant obstacle to such change.  William Safire has noted, however, that “Robert O'Harrow Jr.'s ''No Place to Hide'' might just do for privacy protection what Rachel Carson's ''Silent Spring'' did for environmental protection nearly a half-century ago.”  If it does, the Fourth Amendment may be saved after all.
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